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In this report, the topic of virtual machine would be discussed. It would be sperate as

following parts. Virtual machine resources, vNets, network security groups, and

virtual machine image.

To begin with, a virtual machine (VM) is a software-based simulation of a physical

computer running on a host computer. It could be operating as an independent

entity that is different from the host computer, such as its own operating system, and

storage. It can be created and managed like a physical computer. And VM resource is

a computer file or program, to act as a physical device in the VM. Which allocates

computer resources to VM virtually, such as virtual CPU, virtual memory, and virtual

hard drive.

One of the main resources associated with a virtual machine is the virtual Central

Processing Unit (CPU). The CPU is used for executing commands and performing

different tasks within the computer. In a VM, the virtual CPU is allocated with a

certain number of virtual cores, which are a fraction of the host's physical CPU cores




dedicated to the VM. The number of virtual cores assigned to a VM can be adjusted

easily in order to meet the workload of the VM.

Another resource associated with a VM is virtual memory. It can also call as virtual

RAM. Memory is used to store data that is actively used or modified by the operating

system and applications running in the VM. All the data stored would erase after the

VM was turned off. The allocation of virtual memory can be adjusted fora VM

virtually in order to meet the needs of your workload. Memory is an important

resource to the VM, it would operate smoothly if there were enough memory

allocated. Otherwise, the performance issue might have occurred.

Moreover, virtual storage is one of the resources of the VM. It could be a virtual hard

drive. It acts the same function as a physical hard drive, to store data of the

computer. Unlike the memory mentioned before, the stored data would keep

maintaining after the VM is turned off. And it is the same as the other resources, it

exists as a file on the computer. Users can adjust the amount of storage virtually.

There are different methods to create a virtual machine. One of them is using

virtualization software. Such as VirtualBox, VMware, and Hyper-V. The software




would create a virtualization layer, which is on top of the host’s physical devices. And

it would allocate the hardware resources to the VM. The virtualization software

would provide the interface for the users to configure and manage the VM.

Users can manage the VM by resizing the allocation of the resources. Users can

simply adjust the resources through software or web application. By allocating

enough resources to the VM, it would be able to run efficiently and smoothly.

For example, if a VM is running a workload that requires a lot of CPU power, users

can increase the number of virtual cores in the VM in order to meet the demand.

Similarly, if the VM is running slow due to not enough amount of memory, users can

increase the amount of memory allocated to the VM to improve performance. Users

can scale up or down easily in the software in order to meet the need of the

workload.

Furthermore, Users can manage the VM by configuring the virtual networks (vNets).

vNets is a virtualized version of a physical network that allows users to create and

manage their own virtual networking environments. It is essential to every virtual

machine, allowing communication between VM to other devices. Users are allowed

to configure the network virtually, including routers, firewalls, and virtual switches.




There are various advantages to using virtual networks. First, virtual networks

provide a quicker and easier way to deploy a network environment. Physical

installation of hardware is not required by the features of virtual networks. Instead of

building and configuring the network hardware, users can create and configure a

network in a short amount of time virtually. Which is time-saving and cost-saving,

users are able to scale up or down the network to meet their needs and demands

easily.

Moreover, as the configuration of the network environment become easier, the

control of the network becomes flexible. For each virtual network, users have control

of the networking configurations, including its network protocols and security

protocol. This allows users to develop a virtual network that suits their specific needs

and workloads, which makes network configuration become flexible. Also, it is

helpful for network development and testing. Users can develop a separate virtual

network with different configurations and test it isolated without affecting the

original network environment. It is especially useful for the organization to develop

its network.




Network security groups are a component of network security. It controls inbound

and outbound network traffic by consisting of security rules. The traffic would be

allowed or denied by the rules. The rules could be specified by various criteria, such

as ports, protocols, source and destination IP addresses. And the network security

groups could be associated with virtual machines, network interface cards, or

subnets.

One of the advantages of network security groups is it increases the security of the

network traffic. Users can decide who can access their application and block

unwanted traffic. For example, users can configure the network security groups that

only allow certain IP addresses to access, if the access is not from those certain IP

addresses, the access would be denied. The traffic is filtered, and unauthorized

access would be blocked by the traffic. This could prevent unauthorized access,

especially useful for reducing the risk of attacks like DDoS, which could increase the

security or the network traffic. Another advantage of network security groups is

users can adjust the security level of networks of different zones. Users can apply

different security rules for different parts of the network base on the level of security

needed.




A virtual machine image is a pre-configured virtual file, which included the needed

data to create and run a virtual machine. It consists of the installed OS files, system

files and the virtual hardware configuration, and any additional software or

applications needed for the VM to run. VM images can be run on both Linux and

Windows. Users can create VM from the VM image. In Azure, there is an online store

called marketplace, users can get public images from there. Also, there is an Azure

Computing Gallery. It can be considered a repository of images, which users can

store and get images on it.

There are various types of virtual machine images, which include ISO images, OVF

images, OVA images, VHD images, and VHDX images. All of them have different

functions. For I1SO images, it is mainly used for installing operating systems. For OVF

and OVA images, they are mainly used for package virtual machines with the virtual

hardware configuration, operation system, and application file. For VHD and VHDX

images, they are mainly used for storing virtual hard drive files.

There are various advantages to using virtual machine images. One of them is it

enhances the speed of disaster recovery. If a physical server is destroyed or damaged

by nature disasters like earthquakes. Users can restore the data or system quickly




and easily by using VM images created before. The operation could continue, which

is very important to services like hospital services. Or if the system is attacked by

hackers. Users can reinstall the system by using VM images, which can reduce the

loss. Due to the high portability, the speed of disaster recovery would be enhanced.

Moreover, using machine images can reduce the cost of physical machines. By using

VM images, it could create multiple VMs on a physical device. For example, instead

of purchasing multiple hardware, users can have multiple servers and databases in

just one physical device by using VM images. The need for physical hardware would

be dropped because of it. It could reduce the cost of buying hardware and

maintenance.

Another benefit of using virtual machine images is the development and testing

become easier. By using virtual machine images, developers can test the

compatibility of the software and hardware without the need for physical hardware.

It can be tested virtually. It is useful for testing software on different platforms and

operation systems, and easier for developers to adjust the configuration.




(Screen shot of virtual network)

- < 0

e

«.» assignment-vnet = =

* Cwerview

B Activitylog

f Aceess contral 1AM

* T
Tgs & howe 1o a
£* Diagrose and solve problems

Topology  Capabiliies(5)  Aecommendations
Settings —
Address spoce
& Coreacted devices
subnets
X Bastion
@ DOoS protection
Par—

O Micromod Defender for Cicud

4 Matwork manages

B ONS servers

v tmlmn

Frivate endpoints

11 Proparsn

£ tods

#3B3-4:15-2300-bSC0 18579000

Tutorials

£

dutaut

e

Acktress s
OME smrver
Flow

BGF 0

Vit

Tal-Blen-2ccS-adde-aZaSob A3

'O

AzwreBastonSubret

J8

_w4iETaZ_AZBST R




(Screen shot of bastion)
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(Screen shot of the first virtual machine (with

ngnix webserver)
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Welcome to nginx!

1f yau see this page, the nginx web server is successfully installed and

working. Further configuration is required.

For online documentation and SUPPOM Mease refer to oNLorg.
Commercial support ts available at pgir.com.

Thank you for using nginx.




(Screen shot of the second virtual machine)
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Youtube link

https://youtu.be/HC2j80666dw
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FINAL GRADE
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GENERAL COMMENTS
Instructor

VM Resources (40): 35
VM Images (35):30
Config Exercise (20): 17
Demo (5):4

Feedback:

| was expecting some examples of commands that
can be used to create a VM.

There was some details about images that you
could have expanded upon but you have provided
a discussion of their benefits.

The config exercise met the assignement
requirements except the second VM should have
had an application/service installed instead of just

pinging it.

I would have liked some discussion during the
demo.
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